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Who Are We?

● Jakub Křoustek
○ Founder of RetDec
○ Threat Labs lead @Avast (previously @AVG)
○ Reverse engineer, malware hunter, security researcher
○ @jakub.kroustek on Twitter, jakub.kroustek[at]avast.com

● Peter Matula
○ Senior software developer @Avast (previously @AVG)
○ Main developer of the RetDec decompiler
○ Love rock climbing & beer
○ peter.matula[at]avast.com
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Machine-code analysis is (often) challenging… and boring
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● Different target hardware and its internals
● Different instruction sets and their extensions
● Different memory models
● Different behavior based on OS
● Different file formats
● Different call conventions
● Different original programming languages
● Different compilers and linkers
● Different obfuscations and anti-* techniques
● …

  => let the machines do the hard work



Decompilation FTW!
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Disassembling vs. Decompilation
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What Is RetDec?
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● RetDec = Retargetable Decompiler
● History

○ 2011-2013 AVG + BUT FIT via TAČR TA01010667 grant
○ 2013-2016 AVG + BUT FIT students via diploma theses
○ 2016-* Avast + BUT FIT students
○ December 2017 Opened-sourced under the MIT license @github

● Set of reversing tools
● Chained together → machine-code decompiler of binary code
● Usable as standalone tools as well
● Core based on LLVM
● https://retdec.com/
● https://github.com/avast-tl/retdec
● https://twitter.com/retdec

https://retdec.com/
https://github.com/avast-tl/retdec
https://twitter.com/retdec


What Is RetDec?

● Supports
○ 32-bit archs: x86, MIPS, ARM, PowerPC
○ … working on x64, and others 64-bit architectures
○ Formats: ELF, PE, COFF, Mach-O, Intel HEX, AR, raw data

● Does
○ Compiler/packer detection
○ Statically linked code detection
○ OS loader simulation
○ Recursive traversal disassembling
○ High-level code structuring 

● Runs on
○ Linux
○ Windows
○ macOS (kinda)
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RetDec Structure
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Preprocessing
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Preprocessing: Unpacker

● Static unpacker
● Signatures + heuristics
● Supports: UPX, MPRESS
● Unpacking of modified variants
● Decompilation of unpacked file

○ Code/Data section separation
● UPX

○ Missing UPX header
○ ADD/XOR/… instruction inserted into unpacking stub (ad-hoc)

Our unpacker UPX
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Preprocessing: Stacofin

● Statically linked code finder (F.L.I.R.T.-like technology)
● Based on Yara and Capstone
● Lib → full pattern extractor → pattern → aggregator → final pattern (Yara)

function_xyz():
  55 89 E5 83 E4 F0 83 EC
  20 E8 00 00 00 00 C7 44
  24 1C 00 00 00 00 C7 44
  24 18 00 00 00 00 C7 44
  24 14 00 00 00 00 8D 44
  24 14 89 44 24 08 8D 44
  24 18 89 44 24 04 C7 04
  24 44 90 40 00 E8 00 00
  00 00 8B 54 24 14 8B 44
  24 18 89 54 24 04 89 04
  24 E8 00 00 00 00 89 44
  24 1C 8B 54 24 14 8B 44
  24 18 8B 4C 24 1C 89 4C
  24 0C 89 54 24 08 89 44
  24 04 C7 04 24 4A 90 40
  00 E8 00 00 00 00 8B 44
  24 1C C9 C3

rule rule_0 {
    meta:
        name = "function_xyz"
        size = 132
        refs = "10 ___main 62 _scanf 82 _ack 122 _printf"
        altNames = ""
    strings:
        $1 = { 55 89 E5 83 E4 F0 83 EC 20 E8 ?? ?? ?? ?? C7 44 24 1C 00
               00 00 00 C7 44 24 18 00 00 00 00 C7 44 24 14 00 00 00 00
               8D 44 24 14 89 44 24 08 8D 44 24 18 89 44 24 04 C7 04 24
               44 90 40 00 E8 ?? ?? ?? ?? 8B 54 24 14 8B 44 24 18 89 54
               24 04 89 04 24 E8 ?? ?? ?? ?? 89 44 24 1C 8B 54 24 14 8B
               44 24 18 8B 4C 24 1C 89 4C 24 0C 89 54 24 08 89 44 24 04
               C7 04 24 4A 90 40 00 E8 ?? ?? ?? ?? 8B 44 24 1C C9 C3 }
    condition:
        $1
}
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Preprocessing: Fileinfo

● Universal binary file parser
○ Headers, sections/segments, symbol tables, ...

● PE, ELF, Mach-O, COFF, Intel HEX
● Plain text or JSON output
● PE

○ Import + export table
○ Certificates
○ Resources
○ .NET data types
○ PDB path
○ …

● Constantly adding new features (RTTI, statically linked code, …)
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Preprocessing: Fileinfo

● Compiler/packer detection

● Import table and hashes
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Preprocessing: Fileinfo

● PDB path

● Certificate (PE authenticode)

● .NET data types
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Core
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Core: LLVM

● Clang: dozens of analyses & transformation & utility passes
● clang -o hello hello.c -O3 → 217 passes

○ -targetlibinfo -tti -tbaa -scoped-noalias -assumption-cache-tracker -profile-summary-info -forceattrs 
-inferattrs -ipsccp -globalopt -domtree -mem2reg -deadargelim -domtree -basicaa -aa -instcombine …

● RetDec: dozens of stock LLVM passes & our own passes
● retdec-decompiler.sh input.exe

○ -provider-init -decoder -main-detection -idioms-libgcc -inst-opt -register -cond-branch-opt -syscalls 
-stack -constants -param-return -local-vars -inst-opt -simple-types -generate-dsm -remove-asm-instrs 
-class-hierarchy -select-fncs -unreachable-funcs -inst-opt -value-protect <LLVM> -simple-types 
-stack-ptr-op-remove -inst-opt -idioms -global-to-local -dead-global-assign <LLVM> -phi2seq 
-value-protect
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Core: LLVM IR

● LLVM Intermediate Representation
● Kind of assembly language
● ~62 instructions
● SSA = Static Single Assignment
● Load/Store architecture
● Functions, arguments, returns, data 

types
● (Un)conditional branches, switches
● Universal IR for efficient compiler 

transformations and analyses
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Core: Binary to LLVM IR translation
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Core: Capstone2LlvmIR

● Capstone insn → sequence of LLVM IR
● Hand-coded sequences for core instructions:

○ ARM + Thumb extension (32-bit)
○ MIPS (32/64-bit)
○ PowerPC (32/64-bit)
○ X86 (32/64-bit)

● Capstone: 64-bit ARM, SPARS, SYSZ, XCore, m68k, m680x, TMS320C64x
● Full semantics only for simple instructions
● More complex instructions translated as pseudo calls

○ __asm_PMULHUW(mm1, mm2)
● Implementation details, testing framework (Keystone + LLVM emulator), keeping 

LLVM IR ↔ ASM mapping, ...
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Core: Capstone2LlvmIR

● ./retdec-capstone2llvmir -a mips -b 0x1000 -m 32 -t 'addi $at, $v0, 1000’
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Core: Capstone2LlvmIR

● ./retdec-capstone2llvmir -a x86 -b 0x1000 -m 32 -t 'je 1234’
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Core: Decoding

● Recursive-traversal decoding (disassembling) into LLVM IR
● Works on (analyses) LLVM IR, not assembly
● Priority queue: control flow targets, entry point, debug, symbols, ...
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Core: Decoding
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Core: Pattern Matching

● LLVM IR is SSA → <llvm/IR/PatternMatch.h>
○ Simple and efficient mechanism for performing general tree-based pattern matches on 

the LLVM IR
● LLVM IR is load/store → Symbolic Tree Matching

○ Reaching definition analysis → symbolic tree → LLVM-like matcher
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Core: Our Passes

● Idiom detection
● Instruction optimization
● X86 FPU analysis
● Conditional branch transformation
● System calls detection
● Stack reconstruction
● Global variable reconstruction
● Data type propagation
● C++ class hierarchy reconstruction
● Localization (global to local variable transformation)
● ...
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Backend
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Backend: BIR

● BIR = Backend IR
● AST = Abstract syntax tree
● while (x < 20)

{

x = x + (y * 2); 

}
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Backend: Code Structuring

● LLVM IR: only (un)conditional branches & switches
● Identify high-level control-flow patterns
● Restructure BIR: if-else, for-loop, while-loop, switch, break, continue
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Backend: Optimizations

● Copy propagation
○ Reducing the number of variables

● Arithmetic expression simplification
○ a + -1 - -4 → a + 3

● Negation optimization
○ if (!(a == b)) → if (a != b)

● Pointer arithmetic
○ *(a + 4) → a[4]

● Control flow conversions
○ while (true) { … if (cond) break; … }
○ if/else chains → switch

● ...
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Backend: Code Generation

● Variable name assignment
○ Induction variables:     for (i = 0; i < 10; ++i)
○ Function arguments:     a1, a2, a3, …
○ General context names:   return result;
○ Stdlib context names:     int len = strlen();

● Stdlib context literals
○ flock(sock_id, 7)→ flock(sock_id, LOCK_SH | LOCK_EX | LOCK_NB)

● Output generation
○ C
○ CFG = Control-Flow Graph
○ Call Graph
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RetDec IDA Plugin
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RetDec IDA Plugin

● Look & feel native
● Same object names as IDA
● Interactive

○ We have to fake it
○ Local decompilation

● Built with IDA SDK 7.0
● Works in IDA 7.x
● Does not work in freeware 

IDA 7.0
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RetDec IDA Plugin
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RetDec IDA Plugin
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What’s next?

● Output quality improvements
○ Major refactoring in RetDec v3.1
○ Still a lot of work is needed

● Better documentation
● New architectures (64-bit)

○ x64
○ ARM
○ …

● Better integration with IDA
● Better integration with other tools:

○ Binary Ninja
○ Radare2
○ x64dbg
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Questions?

 https://retdec.com
 https://github.com/avast-tl
 https://twitter.com/retdec
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